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SFTP Security FAQ

What is SFTP?
SFTP (Secure File Transfer Protocol) is an interactive file transfer program, similar to FTP, which performs all operations over an encrypted SSH transport.  SFTP has the same look and feel as regular FTP, but is secured by powerful encryption used and approved by the United States Government.

 

What is the SFTP underlying technology?
SFTP is powered by the OpenSSH suite of network tools.  OpenSSH is a suite of tools to help secure your network connections.  OpenSSH is licensed free under the GNU General Public License for the public domain.

 

What does OpenSSH do to secure my connection?

· Strong authentication. Closes several security holes (e.g., IP, routing, and DNS spoofing). 

· Improved privacy. All communications are automatically and transparently encrypted. 

· Never trusts the network. Minimal trust on the remote side of the connection. Minimal trust on domain name servers. Pure RSA authentication never trusts anything but the private key. 

· Client RSA-authenticates the server machine in the beginning of every connection to prevent trojan horses (by routing or DNS spoofing) and man-in-the-middle attacks, and the server RSA-authenticates the client machine before accepting authentication (to prevent DNS, routing, or IP-spoofing). 

· The SFTP server program has its own server RSA key, which is automatically regenerated every hour. 
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What methods of encryption does SFTP support?

· 3DES 

· Blowfish 

· Arcfour 

· CAST128 

· AES 

 

Who uses OpenSSH encryption?

AES encryption is currently a U.S. Federal Government encryption standard used by the National Security Agency, Central Intelligence Agency, Federal Bureau of Investigations, National Aeronautics and Space Administration, and the Department of Defense.  3DES was originally designed by the U.S. Government and after 25 years, is still used as a staple encryption method to this day.

How do I know it’s secure?

All of the encryption algorithms used by OpenSSH are open source, meaning the source code and everything needed to create the algorithms and their components is freely available to anyone who wants it.  Encryption algorithms used by OpenSSH have been tested and scrutinized by millions of security experts, hackers, and developers for several years.  There is a saying in the open source community that says, “Never trust software that doesn’t come with source”.  Simply put, it means you should always be allowed to know what your software is doing.  OpenSSH is open source and has been accepted and adopted by security professionals the world over, set in place as a proven security measure.  It is a proven fact that all of the encryption algorithms OpenSSH uses have never been cracked when used with a high bit count key!
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How secure is OpenSSH authentication?

OpenSSH authentications are completely encrypted so no one will ever see any clear-text passwords.  Alternatively, SSH also supports authentication through the use of RSA keys.  SSH keys are very secure.  If a key is compromised or stolen, it cannot be reverse engineered to derive the private portion of its cipher.  SSH keys on the SFTP site have been generated using 512-bit RSA encryption.

 

SSH keys are used to eliminate DNS spoofing, IP masquerading, ARP poisoning, and any other spoofing technique that hackers may use to falsely identify themselves with a server.  SSH keys provide an extra layer of security, requiring remote parties to have two things in order to make a successful login attempt:

 

· Something only a remote partner should know   (a password) 

· Something only a remote partner should have  (a key) 

 

Is SFTP compliant with HIPAA security regulations?

OpenSSH and SFTP positions you for HIPAA compliance by molding leading technology into a usable and stable solution.

 

From Sec. [164.312] of the final draft of HIPAA security regulation:
(http://a257.g.akamaitech.net/7/257/2422/14mar20010800/edocket.access.gpo.gov/2003/pdf/03-3877.pdf)
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1. Access Control (Sec.  164.312(a)(1))
Implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights.

 

2. Audit Controls (Sec.  164.312(b))
    Implement hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use electronic protected health information.

 

3. Integrity (Sec.  164.312(c)(1))
    Implement policies and procedures to protect electronic protected health information from improper alteration or destruction.

 

4. Person or Entity Authentication (Sec.  164.312(d))
    Implement procedures to verify that a person or entity seeking access to electronic protected health information is the one claimed.

 

5. Transmission Security (Sec.  164.312(e)(1))
    Implement technical security measures to guard against unauthorized access to electronic protected health information that is being transmitted over an electronic communications network.
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How is SFTP staged for HIPAA compliance?

Access control is accomplished by requiring users to login with valid credentials or a valid encryption key.  The SFTP server maintains audit controls by keeping active security logs.  User connections and administrative actions are logged constantly.  Data integrity is ensured by use of journaling file systems, file integrity checking, and server mirroring technology.  User file and directory permissions are set in place to govern what access users will have once they are logged in.  Identity can be verified and proven by either, usernames and passwords or by use of RSA keys.  Transmission security is provided by transparent 512bit 3DES network level encryption.  512bit 3DES encryption is stronger than most of the encryption in common VPN tunnels.  By relying on proven encryption technology, time tested throughout the years, used and developed by the United States Government, SFTP is a secure solution that’s becoming a standard!

