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How to Transfer Files via SFTP

A step by step guide to secure file transfers to the 
Statements PLUS SFTP Server.

sftp.statementsplus.com

What is SFTP?

SFTP stands for Secure File Transfer Protocol. 

Why use SFTP instead of FTP?

In FTP all data is passed back and forth between the client and server without the use of encryption. This makes it possible for an eavesdropper to listen in and retrieve your confidential information including login details. With SFTP on the other hand data is sent across the network in an encrypted format. 
How do I send my files via SFTP to your server?

If you are working in a Microsoft Windows environment, you will need to download an SFTP client. There are many to choose from including WS-FTP and CuteFTP. Both are excellent programs and are worth the purchase price. However, a free client named WinSCP3 is available for download on the Internet at http://winscp.sourceforge.net/eng/ .

For the purpose of this documentation, we will assume you have installed WinSCP3.
If you are working in a UNIX/Linux environment, chances are you already have an SFTP client installed. Please consult your documentation.
How to Connect with WinSCP3

1. Open the WinSCP3 Program.


2. The login window will open when the program is launched.


3. Fill in the connection information and click the Connect button to initiate the connection. 
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Host Name: - This is the name of our secure FTP server. All logins, passwords and data transfers are encrypted and secured.

User Name: - Replace “Your Login Name” with YOUR username that you obtained from your account representative... remember that it is case-sensitive!

Password: - Enter YOUR password that you obtained from your account representative... it is also case-sensitive! 

Port: - Leave this at 22, the standard port.

Protocol: - Choose SFTP.
4. If this is the first time that you have connected to this host, you will see a dialog similar to the example below:
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5. Click the YES button to accept the encryption key.


6. Assuming that you provided the correct username and password, the following example screen should appear displaying the files in your home directory.
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The pane on the left side of the window lists the files on your local hard drive and the pane on the right lists the files in your home directory on our SFTP server.

Transferring Files

1. Click on a file/folder in the pane on the left to select it.


2. Click the Copy button at the bottom of the window or press F5 to transfer the file/folder to the other pane.

Drag and Drop - WinSCP supports drag and drop. You can pick up a file and drag it to the other pane. You can also pick up a file from anywhere on your hard drive and drag it to a pane.

Deleting Files and Folders

1. To delete a file or folder, select it in the file list and click the Delete button at the bottom of the window or press F8. A confirmation dialog will be displayed.

What can go wrong?

When logging onto the SFTP server, I receive an error saying that I have entered the wrong login/password.

Verify that your Caps Lock key is off, your Num Lock key is on, and that you are entering your information with the correct case. Logins and passwords are case-sensitive.

It’s my first time connecting to your server and after configuring the client and trying to connect, the program hangs.

Your network firewall may not allow this type of traffic. Please see your Network Administrator for assistance with your company’s firewall.

File Transfers are slow.

When data is sent via SFTP, it is encrypted to protect the data. This encryption adds time to your transfer. Also, Internet traffic and speed can very greatly over the course of a day. If your transfer is very slow, please contact your account representative to issue a trouble ticket.

I’ve tried everything & it still doesn’t work!
Don’t panic. Please call your account representative for a speedy resolution. We are happy to help.
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